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TSCM TRAINING COURSE OVERVIEW 


Course 

No. 


Course name 


Duration 


Location 


Number of 
students 












eooo 


TSCM Search and Technical Course 


2 weeks 


Germany 


6 students 


eooi 


TSCM Advanced Cable Course 


2 weeks 


Germany 


6 students 


0QQ2 


TSCM Senior Management Course 


' week 


Germany 


4 students 


BQQ3 


TSCM Technical Threat Course 


' week 


Gamma 


6 students 


eoo4 


TSCM Product - Training Course 


2 weeks 


Germany 


6 students 


eoo5 


PBX Manipulation Course 


' week 


Germany 


6 students 


eoo6 


PBX Advanced Manipulation Course 


' week 


Germany 


B students 


eoo7 


PBX Senior Engineer Course 


2 weeks 


Germany 


6 students 


eooe 


ISF Man c-Jalion Hacking Course 


1 week 


Germany 


6 students 


eoo9 


ISP Manipulation Advanced Course 


2 weeks 


Germany 


6 students 


goto 


TSCM Threat Assessment 


1 week 


customer 


6 students 


gqi i 


TSCM Sweep Team Review 


1 week 


customer 


No imit 


■0012 


TSCM Equipment Audit 


1 week 


customer 


No limit 


SGI 3 


TSCM Product Training Course 


2 weeks 


customer 


No limit 


SGI 4 


PBX-ISP PeneTation Assessment 


' week 


customer 


6 students 


SOI 5 


PBX Turnkey Service Support 


' year 


Varies 


individual 


gqi 6 


TSCM Sweeping of Cars 


1 week 


Germany 


4 students 
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EXAMPLE OF A TSCM COURSE OFFER COURSE OFFER 



PROPOSAL FOR A 2-WEEK TSCM COURSE 




TSCM TEST ROOM 



LOCATION: TRAINING INSTITUTE AND END-USER LOCATIONS 
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EXAMPLE OF A TSCM COURSE OFFER COURSE OFFER 

TSCM TRAINING COURSE 

Duration: 2 Weeks 

Qualifications: Gn the successful completion of "he course, aH students will receive a 
centcate including an individual assessment 

Student Group The course nas been designed for Government Security 1 .-Agencies responsible 
for mcnag ng anc carrying out "echnoal Surveillance sweeps. Tr.e -echnicc level of tne course 
is failorec to eocn individual group. Specific th-eots concern ng tne stucenis can be 
incoroorcnec into the course "ne homing is designed *or 6 oeople. 

Aim: To up dare end manage c Sweep Teem witn an ntrccuciicn to all terms of technical 
esoionage. ihe art of carrying os a sweep, inciud ng search and location in friendly end 
unfriendly environments incorporotng dooumentcricn and eporting techniques. 

Language: Tne course is conducted in English, 

Objectives: At Ihe end of the course students will be able to cemcnstrate an uncerstanding of: 

* "he threat of lech nica 1 espionage 

■ Eet uo and menage a Sweep Team 

■ Practical training 

* Physical search 

■ Reporting and Documentation 

* Pre-Sweep equ oment selection 

Location Geman (students snou d -y to Nuremourg A roort'i 

Basic Training Package includes: 

* All teach ng. practeal end course work in Germany 

■ Course notes n hard cooy anc CD-ROM 

* individual student assessment 

* Recommendations, for "uture development of sk< Is anc equ pnment 

■ Designee for 6 persons 

Rate 

Horel acccmmodaton - includes three caily meals, laundry, daily rare for 6 persons 

Payment T enms 50% on confirm aion 

25% on commencement 
25% on completion 
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Friday 


Practical exercise (3): 

# Comp ete sweep or 
a bugged hotel 
room by the 
participants (using 
minimum 
equipment) 

■ Support by 
experienced 
instructors 

Sum maty: 

■ Questions / results 

* Final discussion 
about the course 


Thursday 


Practical exercise (2): 

• Complete sweep of 
a bugged 
conference-room 
by the participants 
(using reduced 
equipment) 

• Suppor by 
experienced 
instructors 

Discussion: 

» Questions 

• Evaluation of the 
search results 


>- 

0 

X* 

0 

c 

Xf 

1 


Practical exercise (1): 

* Complete sweep of 
the bugged 
training-room by the 
participants [using 
full equipment) 

* Support by 
expe r ienced 
instructors 

Discussion: 

* Questions 

* Evaluation of the 
search results 


Tuesday 


Practical training (5): 

RF -Detection: 

• IR- Detection 

* Field strength- 
■Near-field- 
measurement 

* Sonic- La tel ling a nd 
Silent Sound 
Correlation 

• D ference- 
Spectrum- Analysis 

■ Demonstrations and 
practical exercises 

« Preparing for sweep 


Monday 


Practical training (4): 

The physical search: 

* The visual inspection 
of rooms and 
technically devices 

* Endoscopes and 
Video- Endoscopes 

* X-ray inspection by 
different systems 

* Metal- Defection 

* Demonstrations and 
practical exercises 

* Other equipment 
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Friday 


Practical exercise (1): 

* Physical check of 
bugged and 
tapped 

telecom rnuri icaticn 
facilities, telephone 
sets, adapters, 
plugs, and other 
accessories by the 
students 

* Support by an 
experienced 
instructor 

Discussion: 

* Questions / results 


Thursday 


Practical training (2): 
"he physiccl search for 
cable surveys: 

* Using NLJDs 

» Endoscopes and 
Video-Endoscopes 

* X-ray inspection by 
different systems 

* Other equipment 

* Demonstrations 

* Prccticcl exercises 
by the students 


Wednesday 


Practical training (1): 

RF detection for coble 

surveys: 

* Field strength -/and 
Near field- 
measurement 

* Sonic -Labelling and 
Silent Sound 
Correlation 

* Difference- 
Spectrum -Analysis 

* Demonstrations 

* Practical exercises 
by the students 


Tuesday 


III iStj 

^ 11“ 3f?|8g£ 

1 1 s | $ | 1 1 $ ? 1 1 1 

-6E Eii ^6Ea 

o 

1 — • v O • mm m 


Monday 


Introduction: 

* Greeting 

* Presenter on of the 
company and 
syllabus 

The throat (1):: 

* State-of-the-art 
technologies o z 
wired transmissions 

* Camouflage of 
bugs 

* Demonstrations of 
sophisticated bugs 
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Friday 


Practical exercise (3): 

« Cable sweep cf 
un known rappee 
wring celween 
ouildings by the 
students 

■ Support by an 
experencsd 
instructor 

Summary: 

• Questions / results 

■ Final discussion 

a bout the course 


Thursday 


Practical exercise [2]: 

• Coble sweep of 
tcoced in-house 
wiring by the 
students 

■ Support by an 
experienced 
instructor 

Discussion: 

■ Questions { results 

• Precoring for the 
exercises next aery 


Wednesday 


Practical training (5): 

Caole measurement: 

* Using a LAN -Tester in 
structured networks 
(e.g. CATS) 

* Demonstrations 

* Ofner equipment for 
ccole 

measurement 

* Demonstrations 

* Practical exercises 
by the students 

* Preparing for Ihe 
exercises next day 


Tuesday 


I 8 I 8 8 

c V S &S| &§ | E 

f c Go b v e g i £ £ E □ ts 
- ® 9 U JjpIlSE 9 

“ ® E i » ? o P >. 

Q _Q G C i 1 I □ .u 

S ° 

ol O • * * 


Monday 


Practical training (3): 

Cable measurement: 

• The inductive 
Detection of 
unknown wires 

• NF- ond VLF- 
Detection 

■ Multi meters 

« Oscilloscopes 

■ Demonstrations 

■ Practical exercises 
by the students 




>j3ejw puz SCHdOl 



CONFIDENTIAL 



10 




TSCM SENIOR MANAGEMENT COURSE TSE 8002 



elaman 



aiflUAPi fif CUMTV $Q(UTI PN 6 




o 

~o 




>- 

c 

XF 

f? 




>- 

0 

XF 

t? 

<1> 

1 = 

XF 

1 




Ol 

C 

o 

=g 

=3 

G 



> 

■D 

44 

IJH 

3 



^ s 

p .Ifl 



5 §> 

£ 3 

fle s 
IF £ 

c > 

o o 



□ 

o 

£ E 

!B| 

C Cl 
U flj 



u 

3 E 
§ | 



a 

cu 

P 



j .H j .M 

cue 
Q) T <D rn 

E |j £= " 

fi H S 



ii isfi 



c 

Qi 

E E 



.. c 

c .p 

.2 y 

u rjj 
^ 3 

1° 



> 

O 

J} 

c 

o 




saidoj. 



CONFIDENTIAL 



11 




TSCM PRODUCT TRAINING COURSE TSE 8004 



elaman 



-GFQyniTV soiVTiPNi 




G 

XI 



— y 

£ s I 



h cp 

35 o 

■- a 2 

= «!§£ 

||| s 

£ £ * 



CO 

■n CD 
P Q. 

H n Q 



as 



1.8 






Q 
to 

. o 

Cl 13 
O £= 
U 4' 
g O 

Ss 



-S' 

c c= 

£ J 

Q !_n 

r c 

- m 

& a 



^ X 13 



■_ 

(U 

£ 
a 

ii 

O' „ 

® O 

® o 
€ O 
Q □: 



■.i> 



JZ 

yi 

8 



to 



3 ° 

D G 

" £ o 

<D £ U 

e Q| 

£J ti; a 



>- 

u 

Xf 

t? 

=J 

£ 



3 o 

cr. o 

.c © 

c * 

p a 



* n 

33 c 

ot « .y 

£ %Tj 

E £ © 



oz^ 



,-9 

— £ CT v' ^ D 

“ iz S .£2 ^ ai 

■p 5 

2 2 



£ 

g 

& 

i 

I 

XS 



c 

o 

CO 

% 

u 

CD 



~G 

C 

o 

CD 



T3 * 



CD 

CO 

1 

CD 



H. (D 



gs&i 



c 
CD 
TO 
3 

□ 

s £ £ 

□ D > 
a E jo 



>- 

0 

X? 

fl> 

E 

XI 

1 




Silt 



to oo 



g UJ . 
o & 5 & 



y fj <k t 

® d> "5 d) 

- ? c £ 

o i .y 3 > 

Ipl 



> 

o 

T3 

o 

o 

3 



c, $ o 

gts ® 

■| o E 
Ic 2 |^ 
Siig 9?8 



c ■£ S 

£ g* h 



Jjf dJ (V .2i C 

ll-" ^ 



ii 

'' l— CO 

g a 

d ® 

21 C 



EfZ to 

kD ft 

§ '® 

p 

& d) 

s« 

£ c 

■ i: o 



33 

.Lfl 

U £ 

® 8 

d 5 -o 

O to 
^ CP 

o j= 

p >s 



£ Q ^ 



> 

o 

XJ 

E 

O 




)fl^M ^SL SOldQl 



CONFIDENTIAL 



12 






TSCM PRODUCT TRAINING COURSE TSE 8004 



elaman ? 

avnuAN src-uniTv voitingNE 



Friday 


Practical exercise (2): 

• Sweep of a bugged 
hotel room by the 
students 

• Sucportbyan 
experienced 
instructor 

Summary: 

• Questions 

• Evaluation of the 
search results 

• Final ciscussion 
about the course 


Thursday 


Practical exercise (1 ): 

* Sweep of the 
bugged trc ining- 
room by the 
students (us ng fJI 
equipment) 

* Support by an 
expetenced 
instructor 

Discussion: 

* Questions 

* Evaluation of the 
search results 


>- 

-Q 

Q 

C 

Xf 


Product training (7): 

(liable measurement: 

* Using a LAN -Tester in 
structured networks 
(e g, CAT5) 

* Demonstrations 

* Other equipment for 
cable 

[Tsasurems''t 

* Practical exercises 
by the students 

* Preparing for Ihe 
sweeps next day's 


> 

u 

X J 

o 

1— 


Product training (6): 
Cable measurement 

* Time-Domain- 

Ref lectometer (TD - ?) 
as the main 
method: 

- Physical basics 

- Advantages and 
disadvantages 

- Limitations cf this 
technology 

* Practical exercises 
by the students 


Monday 


Product training [5]: 

Cable measurement: 

* The inductive 
Detection of 
unknown wires 

* NF- and VLF- 
Detection 

* Multimeters 

■ Oscilloscopes 

* Practical exerc ses 
by the students 
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Friday 


Practical training (9): 

Cable measurement: 

* Detection of 
unknown wires 

* Using a LAN-T ester 

■ Other equipment for 
cable 

measurement 
t Demonstrations and 
practical exercises 

Summary: 

* Questions 

* Final discussion 
about the course 


Thursday 


Practical training (8): 
Cable measurement: 

* Basics and limits of 
Time-Domain- 
Reflectanriete r fTDR) 

* NF- and VLF- 
Detection 

» Oscilloscope 
» Multimeters 
» Demonstrations 

* Practical exercises 
by the students 


Wednesday 


The threat (2): 

* In-house Wiretaps 

* The bugging of 
extensions and 
telec ommunication 
ecuipment 

* Demonstrations 

Practical training [7]: 

Cable measurement: 

* Overview: Methods 
of cable 
measurement 


Tuesday 


Practical training (6): 

Additional practical 

exercises by the 

students: 

• Manipulation of FBX 
features for 
Monitoring on 
SIEMENS, ERICS- 
SON, ALCATEL and 
NORTEL platforms 

Discussion: 

■ Questions 

■ Repetition 


Monday 


Practical training (5): 

Additional practical 
exercises by the 
students: 

■ War-dia ling and 
Live- Flacking 

# Interception of VoIP 

# The protection of 
PBXs 

Discussion: 

■ Questions 

■ Repetition 
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Thursday 


Practical exercise (4): 

* Sweep of a bugged 
living room by the 
students 

* Support by an 
experenced 
instructor 

Summary: 

* Questions 

■ Evaluation of tine 
search results 

* Final discussion 
about t'-e course 


z 

0 

o 

111 

Q 

Z 

LU 


Wednesday 


Practical exercise (3): 

» Sweep of a bugged 
office by the 
students 

• Support by an 
experienced 
instructor 

Discussion: 

• Questions 

• Evaluation of the 
search results 

• Preparing for the 
sweep next day 


z 

s 

c* 

Si 

F" 

Q. 

LU 

% 


Tuesday 


Practical exercise (2): 

• Sweep of a bugged 
conference room 
by the students 

• Support by an 
experienced 
instructor 

Discussion: 

• Questions 

• Evaluation of the 
search resuits 

• Preparing fof the 
sweep next day 


w 

2 

K 

1 B 


Monday 


Practical exercise (1): 

* Sweep of a bugged 
hotel room by the 
students 

* Support by an 
experienced 
instructor 

Discussion: 

* Questions 

* Evaluation of the 
search results 

* Preparing for the 
sweep next day 


5 

CO 

d 

z 


LU 

CO 

8 


Sunday 


Introduction: 

# Visiting the 
customers facilities 

# Checking the 
existing TSCM 
equipment 

Repetition 

Countermeasures: 

# The prevention 

# Methods of TSCM 

# Overview 
equipment 

# Preparing for the 
sweep next day 
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TSCM EQUIPMENT AUDIT TSE 8012 
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TSCM PRODUCT TRAINING COURSE TSE 8013 
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TSCM PRODUCT TRAINING COURSE TSE 8013 
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Thursday 


Practical exercise (3): 

* Sweep of a bugge 
hotel room by the 
students 

* Support by an 
experienced 
instructor 

Nummary: 

* Questions 

* Evaluation of the 
search results 

* Final discussion 
about t^e course 


Wednesday 


Practical exercise (2): 

* Sweep of a bugged 
conference room 
by the students 
(using reduced 
equipment) 

* Support by an 
experienced 
instructor 

Discussion: 

» Questions 
» Evaluation of the 
search results 
» Preparing for the 
sweep next day 


Tuesday 


Practical exercise (H)i 

* Sweep of a bugged 
office by the 
students (using full 
equipment) 

* Support by an 
experienced 
instructor 

Discussion: 

* Questions 

* Evaluation of the 
search resuits 

* Preparing for the 
sweep next day 


Monday 


Product training (7): 

The physical search: 

* Metal - Defection 

* IR-Thermal vision 

* Visual inspection 

* Endoscopes and 
Video Endoscopes 

* X-ray inspection by 
different systems 

* Other equipment 

* Practical exercises 

* Repetition cf 
physical search 

* Preparing for sweep 
"he next day 


Sunday 


^reduction: 

Visiting the 
customers facilities 
Checking the 
existing equipment 
for physical search 

re duct training [ 6 ]: 

le physical search 
leasurement with the 
ustemer's equipment 
Using NLJDs 
(Dis -(advantages of 
different types 
Practical exercises 
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PBX-ISP PENETRATION ASSESSMENT TSE 8014 
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TSCM SWEEPING OF CARS FOR PROFESSIONALS TSE 8016 
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If you would like further Information about ELAMAN, 
or would like to discuss a specific requirement or project, please contact us at: 

Elaman GmbH 
German Security Solutions 
Seitzstr. 23 
80538 Munich 
Germany 

Tel: +49-89-24 20 91 80 
Fax: +49-89-24 20 91 81 
info@elaman.de 
www.elaman.de 




